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Children’s Cancer Therapy Development Institute Confidentiality Agreement
As an employee, consultant, contractor, agent, director, volunteer, intern or other designated individuals who conduct any form of business, research, legal or other activities at or on behalf of Children’s Cancer Therapy development Institute (hereinafter “cc-TDI”) I understand that I may have occasion to come into the knowledge and/or possession of, or have direct or inadvertent contact with certain confidential, proprietary, embargoed, or otherwise sensitive information essential to the operation and future success of cc-TDI. I additionally understand that I am bound by the provisions of the Health Information Portability and Accountability Act of 1996 (HIPAA) and the mandates therein for ensuring the maintenance of the confidentiality of Personal Health Information (PHI).  I hereby agree to be bound by the terms of this Agreement as a necessary condition to ensuring that all such confidential information, as defined herein, is protected from disclosure, and that I will keep all information that I am provided or come into the knowledge or possession of private and confidential
I further understand that cc-TDI conducts research for scientific discovery and engages in the exchange of certain private, confidential and proprietary information and/or materials between collaborative partners that may be subject to specific non-disclosure agreements and confidentiality disclosure agreements.  By virtue of my position with cc-TDI I understand that I am further bound by the terms of any current and future non-disclosure agreements or confidentiality disclosure agreements.
1.
Definition of Confidential Information:  For purposes of this Agreement, "Confidential Information" covered herein shall include any unpublished and yet to be released data, documents, electronic information, embargoed information, financial documents or information, information exchanged on or over secure and non-secure electronic communications, and any and all information necessary for the operations of cc-TDI and held in confidence and not public in nature.  Confidential Information additionally includes any information unilaterally or bilaterally shared or distributed by and between collaborative partners or research subcontractors.  Such Confidential Information may or may not be the subject of a separate non-disclosure agreement of confidentiality disclosure agreement.  Confidential Information, for purposes of this Agreement, is additionally construed to include any information covered by HIPAA or within the meaning of PHI.  Confidential Information shall be construed broadly to include any and all information that is not of a public nature.   
2.
Exclusions from Confidential Information.
This Agreement does not extend to information that is: (a) publicly known or subsequently becomes publicly known through no fault of the undersigned individual to this Agreement; (b) learned by the undersigned individual to this Agreement through legitimate means other than from being associated with cc-TDI; or (c) is disclosed by cc-TDI, or is made public by cc-TDI or the undersigned individual to this Agreement is provided specific written approval for such disclosure by an authorized individual.  Absent the occurrence of any one or more of the above Exclusions, the undersigned individual agrees to maintain any data or information confidential pursuant to the terms of this Agreement. 
3.
Time Periods.

This Agreement survives the separation or termination of the employment relationship or any relationship the undersigned individual may have maintained with cc-TDI.  The undersigned individual agrees to and understands that this Agreement is continuing in nature and does not terminate upon separation from cc-TDI.  
4.
Incorporation By Reference:
It is understood that cc-TDI’s internal Information Security Policies are hereby incorporated by reference hereto and are available as further guidance and clarification.  Any additional policies, guidelines or agreements that may be incorporated by reference at any time in the future will be specifically enumerated and provided to all cc-TDI personnel and/or may require the execution of a new Agreement.  
I FURTHER AGREE THAT:
1.
I will only access information that I need to perform my job.

2.
I will protect and maintain the privacy of financial and employee information.

3.
I will keep my passwords secret and will not share them with anyone.

4.
I will keep my passwords and/or access codes secret for inner office password

 
protected files, data, and other programs and will not share them with anyone.
5.
I will not use anyone else's password to access confidential information or materials.

6.
I will log off any password protected applications each and every time before leaving my workstation, regardless of the length of time I will be away from my workstation.

7.
I will not show, tell, copy, give, sell, review, change or discard any confidential

information unless specifically directed to do so, or it is part of my job. 
8.
I will ensure that my hard drive is encrypted; and

9.
I will advise my supervisor or a director of any known violations of this policy by any other member of cc-TDI.
	
	


Failure to comply with this agreement will result in disciplinary action up to and including termination of my employment and/or the termination of my contract or other working/intern/partnership agreement at cc-TDI and/or civil or criminal legal penalties.  I further understand that any unwarranted disclosure of HIPAA or PHI information or covered materials may necessitate the duty of my employer and/or the directors of cc-TDI to report such violations of Federal Law.
The policies contained herein are subject to review and amendment on an annual basis to ensure continued compliance with all applicable statutory provisions and industry standards and practices.  Any revision to any part or portions of these policies will require the execution of a new Agreement.  
By signing this, I agree that I have read, understood and agree to be bound by the terms of the Agreement.

Signature:____________________________________________Date:_______________
Print Full Name:_________________________________________________________

Phone Number:_______________________________________

Email Address:___________________________________________________________
